Rafael Cardoso - DTA

Simple Mail Transfer Protocol




What is SMTP?

It is an internet standard communication protocol for
electronical mail transmission.

The mail servers use SMTP to send and receive mail

mesSsages.

It was published by Jon Postel in November 1981.

The default port used in SMTP is 25. - =
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SMTP Commands

Here are some of the principal SMTP commands:

DATA

Defines information as the data text of the mail body.

HELO

|dentifies the domain name of the sending host to SMTP,

QUEU

Gets information about mail that is queued at SMTP for
delivery.

QUIT
Stops SMTP processing.

MAIL FROM

Specifies the mail sender.

RCPT TO

Specifies the mail recipients.




Exercise 1.1

Send a mail

1. With putty, | connected myself to the SMTP server 2. Then with the command prompt, | made different
10.130.25.239 requests (underligned in red) that | explained in the

o | used some specific settings that you can see on the previous slide.
image below &P PuUTTY (inactive)
%% PUTTY Configuration ? X 220 profbox.domain. ocal
Category:
T"S:ESSiD” Basic options for your PuTTY session
.~ Logging

- Terminal Specify the destination you wantto connectto

- Keyboard HostMame (or IP address) Port
- Bell 10.130.25.239 25
_"w-i-ane;:ures Connectiontype:
.. Appearance (18sH  ()Seral @Other Raw v
- Behaviour
- Translation Load, save or delete a stored session
+-Selection Saved Sessions
----- Colours
—-Connection
- Data Default Settings Load
- Proxy
+-55H Save
1= -1 [ -~ - 2 .0 .0 Ok: gueued as 85155
- Telnet Delete QUIT
- Rlogin S
- SUPDUP
Close window on exit
(O Aways  ©QNever () Only on clean exit
About Help | Open Cancel

We can see the server response of a queued email




Exercise 1.2

Send a emall outside the server

1. We need to convert the user and password in base64. To do that we go on www.baseb4encode.org

Encode to Baseb64 format
Simply enter your data then push the encode button.

Encode to Base64 format

Simply enter your data then push the encode button.

student
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@ To encode binaries (like images, documents, etc.) use the file upload form :
© To encode binaries (like images, documents, etc.) use the file upload fon

UTF-8 v Destination character set.
UTF-8 w Destination character set.

LF (Unix) v Destination newline separator.
LF (Unix) ~ Destination newline separator.

Encode each line separately (useful for when you have multiple entries).

Encode each line separately (useful for when you have multiple entries).
Split lines into 76 character wide chunks {useful for MIME).

Split lines into 76 character wide chunks (useful for MIME).

Perform URL-safe encoding (uses BaseG64URL format).
Perform URL-safe encoding (uses Base84URL format).
@ Live mode OFF Encodes in real-time as you type or paste (supports
@ Live mode OFF Encodes in real-time as you type or paste (suppol

p I =\ (oo 0| KAl Cncodes your data into the area below.
p I -, (oo 0] @l Ercodes your data into the area below.
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https://www.base64encode.org/

Exercise 1.2

2. | authentified myself on the command prompt using the differents commands.

&2 10.130.25.239 - PuTTY




Exercise 1.2

3. Then | wrote the email sender, and the email receivers.




Exercise 1.2

5. When | checked on gmail, | could see that | had received the email.

63-13 ASYHC Boite de réception x e @
o® Rafael Cardoso <rafael.cardoso@students.hevs.ch> 19:1 (il y a 7 minutes) ¥ “ :
A David, moi

Traitez ce message avec prudence L'expéditeur n'a pas authentifié ce message. Gmail ne peut donc pas confirmer qu'il provient bien de lui.

‘ Signaler comme spam Le message semble sir ®

Ha anglais + > francais + Traduire le message Désactiver pour : anglais x

Hellom
This is a test
Goodbye :(
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