Infrastructure and Networks Rafael Cardoso

Internet Information Services

1.1 How to install the ISS on a Windows Server virtual machine

1. First, you need to connect yourself on your virtual machine on VCenter.
2. Then you search Server Manager and open it. It looks like that:

Server Manager * Dashboard

e
i Local Server
& Al servers p p 2
£ Configure this local server
W§ File and Storage Services b

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

= File and Storage =
g " 9 § Local Server 1
ces

BB enageaviiiy BB Vorsoeabity

Events Events
Performance Bl services
BPA results Performance
BPA results
}' Manage Tools  View  Help
[ AddRolesandFeaturesp |
"y
3. You go to “Manage” - “Add Roles and Features”. LD iR
Add Servers

Create Server Group

Server Manager Properties

4. Skip the 1%t page (if you want you can skip it by default).
5. Choose the “Role-based or feature-based installation” and click next.

T Add Roles and Features Wizard = o X

install roles and features on a running physical computer
e virtual hard disk (VHD)

Role-based or feature-based installation
onfigure a single server by sdding roles, role services, and features
Remote Desktop Services installation
Install required role services for Virtual Desktop i) to create a virtusl
or session-based desktop deployment.

[ < Previous | [ Next> | Cancel
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6. Choose “Select a server from the server pool” and click next. The local server is selected by default.

T Add Roles and Features Wizard - [m] x

DESTINATION SERVER

Select destination server WIN-EDOMETIEUS

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type #. Select a server from the server pool
':Reie{t a virtual hard disk
Server Pool
Filter: |
Name IP Address Operating System

10.130.25.23 Microsoft Windows Server 2 Standard

1 Computerfs) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previous | [ Next> AGHNR e TViERS

7. Choose “Web Server (lIS)” and click next.
8. On select features, don’t do anything, just click next.

Tt Add Roles and Features Wizard - [m] X
DESTINATION SERVER
Select features WIN-2DOMBITN3US

Select one or more features to install on the selected server.

Before You Begin

Installation Type Features Description
| TFTP Client A .NET Framework 3.5 combines the
[C] VM Shielding Tools for Fabric Management power of the NET Framework 2.0
WebDAV Redirector APIs with new technologies for
og
[] Windows Biometric Framework building applications that offer
Web Server Role (liS) [C] Windows Identity Foundation 3.5 appealing user interfaces, protect
[C] Windows Internal Database your customers’ personal identity
Fole Services 1 (W] Windows PowerShell (1 of 4 installed) information, enable seamless and
Confirmation b [] Windows Process Activation Service secure communication, and provide
[C] Windows Search Service the ability to model a range of
[] Windows Server Backup business processes.

[C] Windows Server Migration Tools

[[] Windows Standards-Based Storage Management
[C] Windows Subsystem for Linux

[C] Windows TIFF IFilter

[C] WinRM IIS Extension

[] WINS Server

[[] Wireless LAN Service

' WoW64 Support (Installed)

& XPS Viewer (Installed)

< Previous Install

9. On the features of Web Server Role (lIS) choose these ones and click next:

4 [/] Web Server 4 4] Security 2 Appisain DEvopincs
[ Request Fitter NET Extensibility 3.5
a [ Common HTTP Features &7 Bae Aumem:gmn NET Extensibility 4.8 & Management Tools

] Defauit Document [ Centralized SSL Certficate Support - I — 4] 1S Management Console
é Directory Browsing (] Client Certificate Mapping Authentication ] ASPNET35 v ] 115 6 Management Compatibility
] HTTP Errors [ Digest Authentication ] ASPNET 45 ¥ 1IS Management Scripts and Tools
7 Static Content [] 1S Chient Certificate Mapping Authenticatic Llca
= ] 1P and Domain Restrictions /1 ISAPI Extensions
= FTTE Redirection L] URL Authorization < ::f‘shrmd des
] WebDAV Publiching v *

] WebSocket Protocol

10. Confirm installation selections and install.



Infrastructure and Networks

1.2 Create a site on :80
1. OpenthelSS.

a1 Sitec

@ Reriin t
2. On “sites”, right click and select “add website”. Sy i
3. Choose a site name, a physical path, an IP address and an 80 port.
\::s:::.d | [Mysiestaroe Seect..
PR
| [
] - —]
Host name:
[ Stost Website imemediotely
o | Cancel
4. We can see that when we open the website it looks like that:
DO [ 1S Windows Server x |+ N - & X
(%) A Notsecure | 10.130.25.23 o $
B8 Windows Server

Internet Information Services

Welcome Bienvenue | Tervetuloa

£3z% Benvenuto ¥

L 2 '.' Bienvenido  Hos geldiniz | oxan oona
Bem-vindo )
Kotg Jlot
Viteite OpioarTe @S | noxanosars |Udvozoljik

La e I

Microsoft Velkommen

£ Type here to search

To change the display of the website, we need to @ MysiteRafael Home
set up the order of the default documents. To do

Filter: + W Go - GhShowAll | Groupby: Area
ASP.NET
H a“ " ] | >
it, we need to choose “default document” on the g & r) @ | (2
H NET NET JNET Error NET NETProfile .NETRoles
site features. ot G Pages i
3 = ] E 3 )
,~$ b ab) ﬁ 8 “}%
NETUsers  Application Conn{}-on MachineKey Pagesand  Providers
Settings Strings Controls
@l
SMTP E-mail
ns
) | - i
2 & 9 s B @
ASP Authentic.. Compression  Default Directory  Error Pages
Document  Browsing
B - P ”
= 9 b - I
HTIP  ISAPIFilters Logging MIMETypes Modules  Output
Respon... Caching

£

Session State

2
Handler
Mappings
o=
o
Request
Filtering

Rafael Cardoso
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6. Right click > add. Add a default document with the name “index.html”.
Add Default Document ? X

Mame:

index.html

Ca ncel

7. To prioritize the index.html document we need to put it on 1%t in the list. To do it we have a button
“Move Up” on the right column.

e Default Document Actions ‘

Use this feature to specify the default file(s) to return when a client does not request a specific file. Set default

documents in order of priority. x Re 2

Name Entry Type ﬁ v
{ index.html| Local 8 .
Default.htm Inherited s’

Default.asp Inherited _ble

index.htm Inherited ; )
iisstart.htm Inherited REVEIL j0 Faren:
default.aspx Inherited ‘:6’ He

8. Then we go on the physical path of the site and create a text document.

View >
Sort by >
Group by >
Refresh

Customize this folder..
Paste

Paste shortcut

Undo Rename CtrleZ

Give access to >

New > Folder
Properties #| Shortcut

< Bitmap image
% Rich Text Document
Text Document

§ Compressed (zipped) Folder

9. We write our HTML code on the notepad:

“site.txt - Notepad

File Edit Format View Help
<html>
<head>
<title>Rafael Cardoso DTA</title>
<head>Infrastructure and Networks </head>
<body style="background-color:salmon;™>
<p>Hello, my name is Rafael Cardoso.</p>

<p>I'm part of the Digital Team Academy at the HES-S0 in Sierre.</p>
<p»Best regards :)</p>

<img src="https://www.lenouvelliste.ch/media/image/189/nf_normal_4 3/hes-so-sierre.jp
<body>

</html>|

10. When we save the text file, we need to change it to a html file. To do it we right click and go to
properties. Then we change the file name to “index.html” and save.

= Propriétés de : index X
Général Sécurté Détails Versions précédentes

index_htmi|
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11. Then on the ISS we select the site = right click =2 refresh.
12. When we open the site, it finally looks like this:

m | [3 Rafael Cardoso DTA

(&) A Not secure

x ==
10.130.25.23

How to access the site from my workstation with putty:
1. On putty, select the following settings:

ﬁ PuTTY Configuration

Category:

=-Session

I Logging
=- Terminal

- Keyboard
- Bell

- Features
=-Window

-- Appearance
- Behaviour
- Translation
[+ Selection
- Colours
[=-Connection
-.Data

. Proxy
[#-S5H

- Serial

- Telnet

- Rlogin
SUPDUP

About Help

| Basic options for your PuTTY session |

Specify the destination you wantto connectto
HostName (or IP address)

Port
10.130.25.23 80
Connection type:

(ssH  (Oseral ©Other Raw ~

Load, save or delete a stored session

Saved Sessions

Default Settings Load
Save
Delete

Close window an

() Always (o]

() Only on clean exit

Cancel
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2. When the command prompt opens, do a GET request:
o GET/HTTP/1.1

Host: 10.130.25.23

We receive the following answer:

22 10.130.25.23 - PUTTY

Access the site with my browser and capture the conversation with Wireshark:

£ *Ethernet 3

Fichier Editer Vue Aller Capture Analyser Statistiques Telephonie Wireless Outils Aide

mde X ] EFEEEaqar

Rafael Cardoso

No. Time Source

Destination Protocol

152018.2412.. 10.28.2.245 10.130.25.23 HTTP
521 18.2527.. 10.130.25.23 10.28.2.245 HTTP

Length  Info
642 GET / HTTP/1.1
220 HTTP/1.1 304 Not Modified
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1.3 Create a site on :8080

1. Do the same steps as to create a site on :80 but change the port to 8080.

Add Website

Site name:

? X

Application poo
‘MySltamBDRafazl HMYSIIMMJ:I | setect.

Content Directory
Physical path:

[casite DTa2

Pass-through authentication

Connect as... Test Settings...
Binding
Trpe 1P address: Port:
http ~| [10.13025.23 v|[ee0 ]
Host name:

Example: www.contoso.com or marketing.contoso.com

[ Start Website immediately

2. The site looks like that:

lﬁ:l [ Refae! Cardoso DTA x fS=
C A Notsecure | 10.130.25.23:8080

=

Access the site from my workstation with putty:
1. On putty, select the following settings:

@ PuTTY Configuration

Category:

=-Session
: Logging
= Terminal
[ Keyboard
Bell
- Features
H-Window
! - Appearance
- Behaviour
Translation
[+-Selection
Colours
=-Connection
- Data
Proxy
[+-SSH
Serial
- Telnet
- Rlogin
SUPDUP

About Help

‘ Basic options for your PuTTY session

Specify the destination youwantto connectto
HostName (or IP address) Port

10.130.25.23 8080

Connection type:

OESH OSeUa\ oomer' Raw

Load, save or delete a stored session

Saved Sessions

Default Settings

Close window on exit

Load

Save

Delete

OA\ways °Never OOnIymn clean exit

Open Cancel

Rafael Cardoso
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2. This time when we do a GET request it doesn’t work. Putty marks an error:
PUTTY Fatal Error X

e Metwork error: Connection timed out

OK

3. To solve this problem, we need to create a rule on the firewall that allows the connection to 8080

ports.
To do it, we need to go on Control Panel 2 System and Security 2 Windows Defender Firewall 2>

Advanced settings.

4. On “Inbound rules”, create a new port rule.
& New Inbound Rule Wizard X

Rule Type
Select the type of firewall rule to create

Steps:
o Rue Type What type of rule would you like to create?
@ Protocol and Port
@ Adtion () Program
o Profie Rule that controls connections for a program.
¢ Name @® Port
Rule that controls connections for a TCP or UDP port.
() Predefined:
Allloyn Router
Rule that controls connections for a Windows experience
() Custom
Custom rule

5. Choose the following settings:

Does this rule apply to TCP or UDP?

® TCP
O uoP

Does this nule apply to all local ports or specific local ports?

O All local ports
@ Specific local ports: 8080]
Example: 80, 443, 5000-5010

< Back Cancel
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6. Select “allow the connection”.
7. Apply the rule to all the 3 options.

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain

Private

Applies when a computer is connected to a private network location, such as a home
or work place.

Public
Applies when a computer is connected to a public network location.

8. Give a name to the rule and click on finish.

9. Now, when we connect with Putty it works:
P 101302523 - PUTTY

Access the site with my browser and capture the conversation with Wireshark:

Fof
] @ x R =g esEEaqaH
[ [htip
No. Time Source Destination Protocol Lengt Info
14 2.4407..10.28.2.236 10.130.25.. HTTP 6..GET / HTTP/1.1

16 2.4562..10.130.25.23 10.28.2.2.. HTTP 2..HTTP/1.1 3@4 Not Modified
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2.0 Authenticated access on a folder
1. Right click on the site > “Add virtual directory”.

@ Mysi 21 Explore
Edit Permissions...
f‘ Add Application...
[ Add Virtual Directory... i
Wy
Edit Bindings...
Manage Website >
3 Refresh
X Remove

Add FTP Publishing...
Rename

(2 Switchto Content View

2. Choose a folder name and the physical path:
Add Virtual Directory

Site name:  MySite8080Rafael
Path: /

Alias:

ISECUTE

Example: images

Physical path:

Rafael Cardoso

lC:\S'rte DTA\Secure

Pass-through authentication

Connect as... Test Settings...

OK

Cancel

3. To add an authentication, we need to choose “Authentication” on the IIS.
4. Then we need to enable a type of authentication. Here, | choose the “Windows Authentication”.

To enable it, we do a right click = enable.

— | Authentication

Group by: No Grouping =

Name Status Response Type

{ Windows Authenticatic———————=—"led HTTP 401 Challenge
Forms Authentication LErtiC led HTTP 302 Login/Redirect
Basic Authentication | @ Help led HTTP 401 Challenge

ASP.NET Impersonation Disabled
Anonymous Authentication Enabled
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5. We also need to disable the “anonymous authentication”.

. | Authentication

Group by: No Grouping =

Name Status Response Type
Windows Authentication Enabled HTTP 401 Challenge
Forms Authentication Dizabled HTTP 302 Login/Redirect
Basic Authentication Disabled HTTP 401 Challenge
ASP.NET Impersonation Disabled
i Anonymous Authentication =ttt T
. [  Disable |
Edit...
.@. Help

6. Now, when we try to connect on our website it looks like this:

€ C @ 1o s = @ ' @ -

CJrr—

Se connecter pour accéder 4 ce site

Autorisation reguise par hitp1013025.23




