Infrastructure and Networks

s Senverhtanager

Windows FTP

1.0 How to install the FTP role on a Windows Server virtual machine

1. First you need to connect to your VM.
2. Open “Server Manager” and select “Add roles and features”.
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3. Click on next.
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This wizard helps you instal rles, ol senvices, o features. You determine which roles, role senvices, o
features o instal based on the computing needs of your organization, such as sharing documents, or
hosting a website,

%

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static [P addresses, are configured
* The most current security updates from Windows Update are installed

1f you must verify that any of the preceding prerequisites have been completed, close the wizsrd,
complete the steps, and then run the wizard again.

To continue, dlick Next

] Siip this page by defautt

5 Next > nstal f ‘C«Iﬂtﬂ'

4, Select “Role-based or feature-based installation”

P Add Roles snd Features Wizsrd

lstion type. You roles and festures on a running physical computer o virtus!
an offine virtual (VHD}

© Role-based o feature-based installation
Cenfigure s single server by adding roles, role services, and features.
[, Remote Desktop Services instalaton

"¢ Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
o sassion-based desktop deployment
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and click on next.
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5. Select “Select a server from the server pool” and click on next.

6. Choose “FTP Server” and click on next and then install.

4 [m] Web Server (IS) (20 of 43 installed)
I [m] Web Server (16 of 34 installed)
4 (] FTP Server (1 of 2 installed)

' FTP Service (Installed)
FTP Extensibility

1.1 Anonymous access

1. Open the IIS Manager.

2. Right click on “Sites” and the select “Add FTP Site...”.

v €3 WIN-3DOMBI7N3US (WIN-3D B
;" Application Pools

Name
v “2 @ AddWebsite.. te
543 Refresh
(@ AddFP Site... N
[Z  Switch to Features View\l

Add FTP Site

q Site Information

FTP site name:
fprafael

Content Directory

3. Choose an FTP site name and choose the physical path and then click on next.

X

Physical path:

Ci\inetpub\ftproot El
b
Next Cancel
4. Putyour IP Address with the 21 port and for the security select “No SSL”, then, click on next.

Add FTP Site ? x
q Binding and SSL Settings

Binding ls

i B

[] Enable Virtual Host Names:
Start FTP site automatically

L

®[NossL]

O Allow SSL
© Require SSL

SSL Certificate
Not Selected
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5. Select anonymous authentication and for the permission select read and then click on next.

Add FTP Site. [ ? E3

“ jon and

Authentication
4 Anonymous
[ Basic

Authorization
Allow access to:

Ancnymous users v

Permissions

A Read
[ Write

Testing the server:
With FileZilla, | connect myself to the server as anonymous:

Héte: 10.130.25.23 MNom d'utilisateur:  anonymous Mot de passe : Port: 21 -
Statut: Connexion a 10.130.25.23:21...

Statut: Connexion établie, attente du message d'accueil...

Statut : Le protocole FTP est non sécurisé. Basculez du protocole FTP au protocole TLS.

Statut: Connecté

Statut : Récupération du contenu du dossier...

Statut: Contenu du dossier « / » affiché avec succés

When | try to upload a file on the server, it gives me a “550 Access is denied” answer (because we gave
read only permission to anonymous users).

Statut Démarrage de I'envoi de C\Users\crafa)\Test.ixt
Commande: CWD /

Réponse : 250 CWD command successful.
Commande: PWD

Réponse : 257 " /" is current directory.

Commande: TYPEA

Réponse : 200 Type set to A.

Commande : PORT 10,28,2,80,205,231

Réponse : 200 PORT command successful.
Commande: STOR Test.txt

Réponse : 550 Access is denied.

Erreur: Erreur critique lors du transfert du fichier
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1.2 Authentication
How to make registered users:

1. Open “Computer Management”.

] Computer Management
| App

2. Go to “Users”, right click, and select “New User...”.

& Computer Management
File Action View Help
en | n@m ez HE
& Computer Management (Local | Name Full Name Description
v §} System Tools
(D Task Scheduler
(@] Event Viewer

P Administrator Built-in account for administering...
4 DefaultAcco. A user account managed by the s.
P4 Guest Built-in account for guest access t...

] Shared Folders
' 4 WDAGUtility.. A user account managed and use...

v @ Local Users and Groups
Users
Groups
® Pedormance
M Device Manager
v £ Storage L
W Windows Server Backug. Refresh
# Disk Management

5 Export List..

By Services and Applications
View >
Arrange Icons >
Line up Icons.
Help

. oose a username, a full name, and a password. On the bottom you can choose some
3. Ch full d d. On the bott h
password options, | prefer to select “Password never expires”. Then click on create.

New User ? X

User name: ‘userm ‘

Full name: [userm ‘

Description: “ |

Password: ‘----------- ‘

Confim password: ""Ovuovoo- ‘

User must change password at next logon
[[] User cannot change password
Password never expires
] Accourt is disabled

Help | Creste || Close

If you want to create more users, just repeat the process.



Infrastructure and Networks Rafael Cardoso

Give read/write access to registered users
1. Open the IIS Manager.
2. Onyour ftp server, click on “FTP Authentication” .

0 ftprafael Home

Fiter: - % 6o - GiShawAl | Goup by: Aves
e

2 B 8 H &

®  FTPLogging

3. Enable “Basic Authentication”.

0 FTP Authentication

Group by: No Grouping i

Mode Status Type
Anonymous Authentication Enabled Built-In
| Basic Authentication o 25ilt-In ]
e = Enable e |
Edit...
{ Remove

Custom Providers...

© Hep

4. Right click on your ftp server 2 “Edit Permissions...”.

é ftp-»rafae_l_il J
L Explore

I Edit Permissions...

N

o S W

5" Add Application...

+.| Add Virtual Directory...
Edit Bindings...

543 Refresh
X Remove

Manage FTP Site »

Rename

i
ui

o ¥

Switch to Content View

[
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5. Goon “Security” and then click on edit.
ftproot Properties X
General Shaing Security Previous Versions Customize
Object name:  C:\inetpub'ftproot

Group or user names:
$8 Administrators (WIN-3DOMBI7N3US\Administrators) A
S8 Users (WIN-3DOMBI7N3US\Users)

82 Trustedinstalier
v

< >

To change pemissions, click Ed. [ ]
Pemissions for CREATOR l

OWNER Alow Deny

Full control A
Mody

Read & execute

List folder contents

Read

Virte v

For special pemissions or advanced seftings, anced
click Advanced. e

ok 11 cance | [0k

6. Select add.

Permissions for ftproot X

Security
Object name:  C:\inetpub \ftproot

Group or user names:

B2 CREATOR OWNER

B8 5YSTEM

‘ Administrator (WIN-3DOMBI7N3US\Administrator)
88 Administrators (WIN-3DOMBI7N3LS\Administrators)
& Users (WIN-3DOMBI7N3US\Users)

B2 Trustedinstaller
[ Remove

Permissions for Administrator Allow Deny
Full control ] O &
Modify %] O
Read § execute %] O
List folder conterts %] O
Read %] O «

oK Cancel | Apply

7. Enter your username and click on “Check Names” and then OK.

Select Users or Groups X
Select this object type:

|Users. Groups, or Built-in security principals l | Object Types... ‘
From this location:

[WIN-3DOMBI7N3US || Locations... |

Enter the object names to select (examples):
= | Check Names |

Advanced... Cancel |
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8. Onthe permissions for your user, allow everything and then click on OK.

Pemissions for userQ1 Allow Deny
Full control V] o »
Modify ]
Read & execute 1 O
List folder contents [
Read %] O o

9. Then select “IIS Manager Permissions”.

0 ftprafael Home

Filter: v ¥ Go - (GShowAll | Groupby: Area ~ [&E+
P ~

FTP FTP Current FTP Directory FTP Firewall FPIP FTP Logging
Authentic... Authorizat..  Sessions Browsing Support  Address a...

B = () 23
GO N GD
FTP FTP Request  FTP SSL FTP User
Messages Filtering Settings Isolation
Management =

2 8

Configurat... 1IS Manager
Editor Permissions

10. Click on allow user and add your users.
Select User or Group X

Select this object type:

|Usa l Object Types...
From this location:

[WIN-300MBITN3US || Locations...

Enter the object name to select (examples):
user01| Check Names

11. On your ftp server, select “FTP Authorization rule”.

0 ftprafael Home
Filbes: v W Go - (ZShowAll | Group by: Area ~ (S5~

FTP
N 1§ ', &l * L
FTP) G GIJ) G -G0) SGD
FTP FTP

FTP Current FTP Directory FTP Firewall FTPIP FTP Logging
Authentic... Authorizat..  Sessions Browsing Support  Address a...

o= N

1) e
FTP FTP Request ~ FTP SSL FTP User

Messages Filtering Settings Isolation
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12. Add a rule that allow your users to read and write.

Add Allow Authorization Rule ? X

Allow access to this content to:
(O All Users
(O All Anonymous Users

(O Specified roles or user groups:

Example: Admins, Guests

®) Specified users:

-usenfn, user(2

Example: User1, User2

Permissions

Read
Write

% oK Cancel

Testing the server with an FTP client:
With FileZilla, | connect myself with a user.

Héte :

10.130.25.23 Nom d'utilisateur:  user01 Mot de passe: eesessse

Port: 21

Rafael Cardoso

Connexion rapide | =

Statut :
Statut :
Statut :
Statut:
Statut :
Statut :

Connexion & 10.130.25.23:21...

Connexion établie, attente du message d'accueil...

Le protocole FTP est non sécurisé. Basculez du protocole FTP au protocole TLS.
Connecté

Récupération du contenu du dossier...

Contenu du dossier « / » affiché avec succés

| can see that | have the read access, because | can see the content of the file.

| try to upload a file on the ftp server to see if | have the write access.

Statut :
Statut :
Statut:
Statut :
Statut :
Statut :

Nom de fichier

\j Test.txt

Démarrage de I'envoi de C\Users\crafa\Test.tut

Transfert de fichier réussi, 11 octets transférés en 1 seconde
Récupération du contenu du dossier « f »...

Calcul du décalage horaire du serveur...

Timezone offset of server is 3600 seconds.

Contenu du dossier « / » affiché avec succés

Taille de fichier Type de fichier Derniére madification Droits d.

11 Document texte 10.11.2022 19:09:00

It worked; the file is now on the server.

.. Propriéta..
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1.3 lIsolation

Rafael Cardoso

1. On the physical path of your FTP server create a folder for each user.

) = | ftproot =
%) New item ~ | Open - [ selectan
» X v/ £
. - £ Easyaccess ~ Edit Select none
Pinto Quick Copy Paste Mo Delete Rename  New Properties
aciss to 5 - Tokier = (7 invert selection
Clipboard Organize New Open Select
€ v 4 > ThisPC > Local Disk (C:) » inetpub > ftproot v, ®

Name
# Quick access

B Deskiop » Userd1
User2
& Downloads ~ # e , .
4| Documents .
&= Pictures 2

o X

2. Then we must change the permissions so a user can’t have access to the other user’s folder.

3. Werright click on the folder of the User01 and select “Properties”

Name Date modified
User01 - 1n 1t ananan g
User02 e > I

5] Testixt Sert by >k

Group by >
Refresh

Customize this folder...
Paste

Paste shortcut

Undo Rename Ctrl+Z
Give access to >
New »

Properties I}

4. We go to “Security” and select the user02, we click on edit.

Userd1 Properties X

General Shaing Secutty Previous Versions Customize

Object name:  C:\inetpub \ftproot \User01

Group of user names.
P Juser02 (WIN-3DOMBITNIUS \wser02) ~
a Administrator (WIN-3DOMBI7N3US \Administrator)

$8 Administrators (WIN-3DOMBI7N3US\Administrators)
A 1 leare ANINLANNMAITN Y IS\ leare

< >

L
Alow Deny
Full control ~
Modfy
Read & execute
List folder contents
Read
Wiite v

To change pemissions, click Edit

Permissions for user02

For special permissions or advanced settings.

click Advanced. ctncad

Cancel Apply

5. We deny all the permissions for the user02 and then click on OK.

Permissions for UserD1

X
Securty

Object name:  C:\inetpub’ftproot\User01

Group or user names

B8 CREATOR OWNER

B SYSTEM

& use01 (WIN-3DOMBI7N3US \wserD1)

& user02 (WIN-3DOMBI7N3US \user)2)

2 Administrator (WIN-3DOMBITN3US \Administrator)
<

v
<

Add_ Remove
Pemissions for user02 Alow Deny
Full control M o~
Modfy 5
Read & execute =)
List folder contents [~z
Read |
Corca || ooy
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For all the other users, the process is the same.

Testing the isolation with an FTP client
| connect myself to the ftp server with the user01.

Do .
e Dasver d ichinns

| try to open the folder “User02”.

Commande: CWD User02
Réponse: 550 Access is denied.
Erreur: Impossible de récupérer le contenu du dossier

| can’t open the folder; the server gave me an answer “550 Access is denied”

If I try to open the folder of the user01 with the user02, the same message appears:

Commande : CWD User01
Réponse : 550 Access is denied.
Erreur: Impossible de récupérer le contenu du dossier

Rafael Cardoso
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1.4 Download a file
1. With putty, connect to your FTP server.

# PuTTY Configuration ? X
Category:
= Session Basic options for your PuTTY session
Logging Specify the destination you wantto connectto
=) Terminal P y
! i Keyboard Host Name (or IP address) Port
Bell 10.130.25.23 21
i i-Features
- Window Connectontype
! ' Appearance (O)ssH  ()Seral @Other Raw -

Behaviour
Translation Load. save or delete a stored session
) Selection
i L.Colours
£} Connection
\Data Default Settings Load
i Proxy
(i SSH
L Serial
i Telnet
L Rlogin
SUPDUP

Saved Sessions

Delete

Close window on exit
OAways  ©ONgver (O Onlyon clean exit

About Help | open | Cancel

Rafael Cardoso

2. Connect as an anonymous and do the command RETR to download the file that you want.

2P 10.130.25.23 - PUTTY

[m] X

3. We need to open a 2™ putty session. To calculate the port, we do the following formula:

a. (5" number x 256) + 6" number

ER puTTY Configuration ? X

Category:

—I-Session Basic options for your PuTTY session
' L Logging
=+ Terminal
- Keyboard Host Name (or IP address) Port
- Bell 101302523 64958
Features -

—-Window
| . Appearance ©OssH  (OSeral ()Other  Telnet ~
- Behaviour

Translation Load, save or delete a stored session

Selection
.. Colours
=-Connection
Data Default Settings Load
Proxy
SSH
- Serial
Telnet
Rlagin
SUPDUP

Specify the destination you wantto connectto &3 puTTy

Connection type

Saved Sessions

Save

Delete

Close window on exit
(O Aways @ Never () Only on clean exit

About Help | Open Cancel

4. When we open the 2" session, we have the “226 Transfer complete” answer that appears on

the first session.
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1.5 Upload a file

1. With putty, connect to your FTP server.
2. Connect as an anonymous and do the command STOR to download the file that you want.

3. We need to open a 2™ putty session. To calculate the port, we do the following formula:
a. (5" number x 256) + 6" number

4. We write on the 2" session what we want to be the content of the uploaded file.

22 10.130.25.23 - PUTTY

5. When we close the 2™ session, we can see on the 1%t on the answer “226 Transfer complete”.

B 10.130.25.23 - PUTTY - O X

6. We can go on the physical path of our FTP server to check if the file was really uploaded:

This PC Local Disk (C:) inetpub ftproot

Test.txt - Notepad

Nan|

File Edit Format View Help
Hello world??

| How are you

nts GOODBYE :)



